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1. Need for continuous end-user access

each organisation formulates its cloud strategy.

Applications or data running or stored in a public cloud
cannot be accessed if the oﬃce Internet connection
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in-house deployment may be a safer way to go.
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2. Regulatory compliance issues
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3. Data traceability
The precise location and ﬁle movement of data stored

country in the EU. That could drive more application

in a public cloud can be tough to pinpoint. In one recent

and data storage deployments in-house, particularly for

survey, 53% of respondents reported diﬃculty

companies that operate globally.

accessing log ﬁles and other forensic artifacts for
information handled by cloud service providers.

7. Distrust of cloud providers

On-premise deployments typically enable better

Despite advances in cloud security, some IT teams

traceability.

believe they are better equipped than cloud providers
to prevent security breaches by managing applications

4. Global access limitations

and data in-house.

A global organisation may have to grapple with
bandwidth constraints and restricted Internet access in

At the end of the day, the on-premise versus cloud

some countries where it operates. In these cases,

decision boils down to control. But, at least over the

private WAN connections to in-house data centres can

short term, there are compelling reasons to choose the

be more reliable than public cloud oﬀerings and
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dependence on Internet access.

place, but not all roads lead there. ■

5. Cloud latency
Organisations and end users frequently cannot tolerate
performance delays caused by the unpredictable
nature of the various network connections that sit
between on-premise and cloud applications. In cases
where these delays are unacceptable, the on-premise
option wins.
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6. Cross-border complications

